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E Event Viewer
File Action View Help

il oo canlie LB Event Viewer... Windows LOg cuud o v 10 00 v p ca> P

Windows Log

@ 2

{8 Event Viewer (Local)
> 3 Custom Views
v 1 Windows Logs
[ Application
[ security
H setup
@ System
] Forwarded Events
» B Applications and Services Log|
E Subscriptions

Y Filtered: Log: Security; Source: ; Event ID: 4624. Number of events: 6,724

Keywords

@, Audit Success
@, Audit Success
@, Audit Success
@ Audit Success
Q Audit Success
Q‘ Audit Success

Date and Time Source EventID Task Category
1/4/2023 10:13:54 AM Micros... 4624 Logon
1/4/2023 10:13:53 AM Micros.. 4624 Logon
1/4/2023 10:12:48 AM Micros... 4624 Logon
1/4/2023 10:12:48 AM Micros... 4624 Logon
1/4/2023 10:11:34 AM Micros.. 4624 Logon
1/4/2023 10:10:12 AM Micros... 4624 Logon

| Actions

& Open Saved Log..

¥ Create Custom View..
Import Custom View...
Clear Log...

T Filter Current Log...

Clear Filter

Event 4624, Microsoft Windows security auditing.

General Details

An account was sus

Subject:
Security I0
Account
Account O
Logon ID:

Logon Information
Logon Tyd
Restricted
Virtual Act
Elevated T|

Impersonation Leve

[Py oS

Filter Current Log
Filter XML
Logged: Any time
Eventlevel: [ Citical [] Waming [ Verbose
[ Eror [ Information
By log Event logs: FECW"Y E

Bysource  Event sources: | E

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-99,-76

Log Name: ‘4624 ‘
Source: Task category: I =
Event ID:

. Keywords: I =
l:::w: User: [ <All Users> ‘
More C ( [ <All Comp l

pert
8 Find..
Il Save Filtered Log File As..
Attach a Task To this Log...
3 Save Filter to Custom View...
View »
@) Refresh
Help »

Event Properties
E Attach Task To This Event..
D Save Selected Events..

£ Copy *
|G Refresh
Help »

4625: Logon Field
4624: Logon Success
Logon Type:2 >,g.
S Buyb 5l 3
4 Batch file
53909 a9
6 unlouk
4778: remote desktop reconnected
4779:remote desktop disconnected
4647 .user logoff
4634:user login
1100;system shutdown
4720:user created
1101/104:clear event
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SIEM
Security Information Event Management

R Programming
RapidMiner

Tableau Public

me Apache Spark
IBM SPSS

RapidMiner Modeler
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What is splunk?
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Spulank Enterprise ,S ,L>Lw

Data Input
Forwarders
TCP/UDP sources
Network devices
Metadata added:

Host

Source

Sourcetyp

Parsing
Line breaks
HINES eSS
Metadata added

RegEx transforms
Field creation

Indexing
Raw data
Index files
Save to disk

Splunk Enterprise Data Pipeline

Search
User interaction
Display results
Store knowledge

objects:
Reports
Dashboards
vent types
Field extractions

s

Indexer

Search Head
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Splunk 1 31 43 g0

@ | BJ Search|Spunk824 % B Help- Splunk. % [ Help- Splunk x 4+ v oz DR @ B search | Splunk 824 % | 3 Help - Splunk % [ Help - Splunk x +

Yen-US/app/searchisearch w o}

& (¢] O & 1m22168100 « (6] O B 172.21.68.1008000/en-US/app/search/search

Data Summary Data Summary

Hosts(2)  Sources(8)  Sourcetypes (8) Hosts(2)  Sources(8)  Sourcetypes (8)

Last Update = Source ¢ Last Update ¢

1/7/23 10:44:26.000 AM Perfmon:Available Memory 117123 10:45:09.000 AM

17/2310:44:27000 AM PerfmonCPU Load : 17123 10:45:09.000 AM
PerfmonFree Disk Space 12/11/22 12:45:34.000 PM
Perfmon:Network Interface 17123 10:45:09.000 AM
WinEventLog-Application 1712310:4309000 AM
WinEventLog-Security 17123 10:45:08.000 AM
WinEventLog:Setup 12/7/22 9:23:31000 AM

WinEventLog:System 1/7/2310:4310.000 AM



@ Search | Splunk 82.4

« > 0

splunk

New Search

sourcetype="KinEventLog:Security”| top limit=20 linecount

~ 338,805 events (before 1/7/23 10:34:35.000 AM)

Events Patterns

@ Pie Chart

x|+

Q B 17221.68.100:8000/en-U

Statistics (20)

# Format

82 Trellis

Visualization

Jwd ygmild g 5 5 5| ¥

hPearliest=0&latest=8q=search sourcetype%3D"WinEventLog%3ASecurity’] top limit%3D20 linecount&display.pagesear. ¥¥

No Event Sampling +

Save As v

count

216829

23252

19947

Create Table View Close

e - |

o & 4 + Fast Mode

percent
63.998170
6.862945

5.621818

Security Posture

Overall Security Posture : Key Security Indicators

E: .
Ié:"?.‘f:‘"’""" oGt -l Srem Court U Court

778 3 39k 2 78k 3 219 ., 39.7k.7
Overall Notable Event Occurrence By Urgency Overall Notable Events Occurrence Trend

000

oncw
I'-\r
o=
—o
Top Notable Events Occurrence Top Notable Event Occurrence by Host
nie_name soandne @ count s wc3 sperkine ¢ COomelation_search_count 3 security_domain_count 3 ¢

Monitor Web Traffic For Brand Abuse LR N )
10.11.36.08 SAA W W\



New Search SaveAsv  Close

index=botsv* sourcetype =linux_secure "invalid user" OR  "Failed password" All time v n

27344 of 54 355 events matched  No Event Sampling = Job = N m s B 8 Verbose Mode

Events (27,344) Patterns Statistics Visualization

Farmat Timeline = — Zoom Cut 1 hour per column

ii'iiil Il ( III-
List = # Format 20 Per Page = 2 3 4 5 6 7 8 Next >

< Hide Fields i= All Fields i Time Event
> 8/2917 1 i : Fai .31.116.

SELECTED FIELDS Aug 29 11:11:32 eridanus sshd[27380]: Failed password for root from 116.31.116.17 port 48585 ssh2
2 host 2 4:11:32.000 AM host = eridanus : source = /varflog/secure : sourcetype = linux_secure
a source 1 b 8/29/17 Aug 29 11:11:31 eridanus sshd[27378]: Failed password for root from 116.31.116.17 port 47411 ssh2
a sourcetype 1 A4

P 4:11:31.000 AM host = eridanus © source = /varflog/secure  sourcetype = linux_secure
INTERESTING FIELDS > 8/29/17 Aug 29 11:11:30 eridanus sshd[2738@]: Failed password for root from 116.31.116.17 port 48585 ssh2
& dete_hour 12 4:11:30.000 AM host = eridanus : source = /varflog/secure : sourcetype = linux_secure
# date_mday 5 5o to PC settings to activate
i date_minute 60 > 8/29/17 Aug 29 11:11:29 eridanus sshd[27378]: Failed password for root from 116.31.116.17 port 47411 ssh2

oot o ai o4 AddAA AAA AR
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& AbuselPDB

Home Report IP Bulk Reporter Pricing About FAQ Documentstion - Statistics IP Tools ~ Contact m

80191215104 CHECK.

& AbuselPDB

making the internet safer, one IP at a time

Report abusive IPs engaging in~ Check the report history of any  Use our powerful free APl to

hacking attempts or other IP address to see if anyone else both report abusive IPs and
malicious behavior and help has reported malicious activities.  instantly check if an IP has been
fellow sysadmins! reported!
Check IP or Domain n
REPORT P HOW

REGISTER HOW FOR AP KEY

What is AbuselPDE?

AbuselPDE is a project dedicated to helping combat the spread of hackers, spammers,
and abusive activity on the internet.

‘Qur mission is to help make Web safer by providing 3 central blacklist for webmasters,
system administrators, and other interested parties to report and find IP addresses that
have been associated with malicious activity online.

You can report an |P address associated with malicious activity, or check to see ifan IP
address has been repored, by using the search box above.

Power user? Consider registering an account to gain access to our powerful, free AP for
lboth reporting and checking the report status of IP addresses. We also support
integration with Fail2Ban for automated reporting of abusive IPs.

Please read our FAQ fo leam more about Abusel PDB!

Recently Reported IPs:

 14z10.073 B8 75.182.178.105 = 130.245.35.168 Bl 120.158.111.34
- 302 .05.12.121 Bl 51.177.173.35 - 195.170.12.225 B 102.241.224.12
| 11e.sezzoT2 B 137.134.77.74 = 43.156.7.128 il 12314584180
| 70.174.126.162 B8 150.203 24012 ol 15.222.33.75 . 175.04.150.20
|l 20.101.205.178 B 23.105.201.79 e 221.141.253.208 [~ RECRLEFES]

8 2023 AbuselPDB. All rights reserved. View IP List. Usape is subject to our Terms and Privacy Policy.
Support AbuselFDE - donate Bitcoin 1o i) 10gakHShEdI1GgC Tdd4L GHERaqHFvICmTN
[Blag | About U's | Frequently Asked Quwestions | AP (Status) | Donate
PR
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